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•Quantum Communications (micro-scale macro-Quantum Communications (micro-scale … macro-
scale) is an important sub-field of QIS

•a National Quantum Information Science Initiative 
should include a strong Quantum Communications 
componentcomponent

•“science”  “technology” interplay is essential: both
aspects should be included in a National Initiative



The US has vigorous quantum communications research 
activities in universities, government and corporate labs
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Fundamental science with great technological potential
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Quantum Key Distribution was invented 25 years ago:

and first demonstrated 18 years ago: the BBBSS91 experiment… and first demonstrated 18 years ago: the BBBSS91 experiment



Quantum Key Distribution:
tremendous improvements in security, “domains of use”

Free-space QKD at LANL > 1994Free-space QKD at LANL > 1994
• a methodology that makes free-space & satellite 
quantum communications possible

• demonstrated in daylight over outdoor ranges optically 
equivalent to satellite-to-ground

free-space QKD

Optical fiber QKD at LANL > 1993Optical fiber QKD at LANL > 1993
• QKD demonstrated in active

transparent enterprise & metro-area 
networks
> 140k d t t d ith• > 140km range demonstrated with 
ultra-strong security 

global secure communications using satellite QKD



QKD is evolving along “science” and “technology” tracks
basic research practical applicationsc.f. C. Shannon (1949)
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QKD is not “just engineering”



QKD experiments stimulate fundamental quantum 
communications researchcommunications research

• there is no such thing as a “qubit”: photons have color, direction, polarization

• evolution of QKD security proofs:

qubits qubits + noise 
and loss

photons + 
“side-channels”

experiments experiments

• QKD continues to be a rich area of fundamental QIS research

and loss side channels

“q bit” “photon” insights pro ide deeper nderstanding of abstract“qubit”  “photon” insights provide deeper understanding of abstract 
quantum communications concepts, in general



QKD “technology” enables experimental 
implementation of new quantum communications 

conceptsconcepts
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Quantum Cryptography Research Roadmap: http//qist.lanl.gov

ver 1.0 quantum cryptography roadmap 
released June 2004: QKD focus

• funded by ARDA 2002 – 2005

developed by a Technology Experts Panel

a Research Roadmap:
apply some gentle direction 
describe state-of-play and likely progress
identify opportunities and gaps 
an aid to the research community and a 
descriptive tool for program management

SCIENCE  TECHNOLOGY



Quantum Communications will lead to new 
technologies aligned with OSTP objectives

Top-level Technology Issues from http://ostp.gov

“The Obama administration and OSTP will develop policies that will:
…
• Protect America’s Cyber Networks: Initiation of new and powerful protection 
strategies to ensure that America’s cyber network remains safe from 
espionage and disruption

…

… the United States must maintain and take full advantage of its technical and 
t t i i it i hi h i lt l h ti lstrategic superiority in space, which can simultaneously enhance our national 

security and provide crucial information about environmental and climatologic 
trends.”

Quantum Communications Science and Technology, including QKD, 
should be parts of a National QIS Initiative



What constitutes a National QIS Initiative ?

• a more coordinated approach to funding research, across multiple 
agencies ?
• ~ stable funding 

• or something more ?
• what will be the scope, objectives, and who will set them ?

• US QIS researchers should have opportunities to provide input

• the process for formulating a National Initiative needs to be transparent

• what will be the product of this workshop, who will formulate it, and how 
will it be used ?




